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200 

ESTABLISH AN IPC INTERCEPT OPERABLE TO RECEIVE IPC 
COMMUNICATIONS DIRECTED TO THE ACCESS GATEWAY PRIOR 
TO RECEIPT OF THE IPC COMMUNICATION BY THE ACCESS 

GATEWAY 



1 

201 

IDENTIFY AN ATTEMPT TO ACCESS THE DATABASE RESOURCE, 
THE ACCESS ATTEMPT BEING LOCAL AND DIRECTED TO AN 
ACCESS GATEWAY OF THE DATABASE RESOURCE 



I 

202 

INTERCEPT THE IDENTIFIED ATTEMPT TO ACCESS THE 
DATABASE RESOURCE, INTERCEPTING OCCURRING IN A 
PRIORITIZED MANNER WITH RESPECT TO RECEIPT OF THE 
ACCESS ATTEMPT BY THE ACCESS GATEWAY 



1 

203 

TRANSMIT, IN A NONDESTRUCTIVE MANNER, THE INTERCEPTED 
ACCESS ATTEMPT TO A LOCAL AGENT, THE NONDESTRUCTIVE 
MANNER OPERABLE TO PRESERVE THE INTERCEPTED ACCESS 

ATTEMPT FOR SUCCESSIVE RECEIPT BY THE ACCESS GATEWAY. 



Fig. 2 



300 

155 ESTABLISH AN INTERFACE WRAPPER BETWEEN THE ACCESS GATEWAY 
AND THE LOCAL CLIENT, THE INTERFACE WRAPPER OPERABLE TO IDENTIFY 
AN IPC MECHANISM ADAPTED TO TRANSPORT COMMUNICATIONS BETWEEN 
THE ACCESS GATEWAY AND THE LOCAL CLIENT 



301 

IDENTIFY AN EVENT CORRESPONDING TO A COMMUNICATION 
VIA THE IPC MECHANISM 



i 

302 

IDENTIFY A PLURALITY OF ACCESS PATHS TO A PROTECTED 

RESOURCE 



l 

303 

IDENTIFY A COMMON ACCESS POINT FOR THE ACCESS PATHS TO 
THE PROTECTED RESOURCE, ACCESS ATTEMPTS OCCURRING 
EXCLUSIVELY VIA THE IDENTIFIED ACCESS POINT FOR THE 
IDENTIFIED ACCESS PATHS 
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304 

MODIFY THE IDENTIFIED IPC MECHANISM TO INFORM THE LOCAL 
AGENT OF THE COMMUNICATIONS BETWEEN THE ACCESS 
GATEWAY AND THE LOCAL CLIENT PRIOR TO INFORMING THE 
ACCESS GATEWAY OF THE COMMUNICATION 

i 

305 

IPC MECHANISM IS A SHARED MEMORY PORTION INCLUDING A 
PLURALITY OF INSTRUCTION REGISTERS, THE INSTRUCTION 
REGISTERS OPERABLE TO BUFFER A DB INSTRUCTION FOR 
RECEIPT BY THE ACCESS GATEWAY. 160 DETERMINING AN IPC 
MECHANISM TO BE EMPLOYED BY A LOCAL CLIENT FOR 
ACCESSING THE DB RESOURCE 



T 



Fig. 5 



306 

LISTEN AT A COMMON ACCESS POINT FOR AN INCOMING 
CONNECTION TO THE DATABASE RESOURCE, THE COMMON 
ACCESS POINT ADAPTED TO AGGREGATE ACCESS ATTEMPTS TO 
THE DATABASE RESOURCE FROM A PLURALITY OF ACCESS 

MEDIUMS 

T 

307 

■ IDENTIFY A LOCAL EVENT OBJECT CORRESPONDING TO THE 
EVENT, THE LOCAL EVENT OBJECT HAVING A NOTIFICATION LIST 
ADAPTED TO INCLUDE REGISTRANTS OF AN OCCURRENCE OF 

THE EVENT 



308 

REGISTER THE LOCAL AGENT IN THE NOTIFICATION LIST, THE LOCAL AGENT 
REGISTERED BEFORE THE ACCESS GATEWAY TO RECEIVE NOTIFICATIONS 
PRIOR TO RECEIPT OF THE NOTIFICATION BY THE REGISTERED ACCESS 

GATEWAY 




309 

ESTABLISH AN IPC INTERCEPT FROM A COMMON ACCESS POINT 
EMPLOYED BY DATABASE CLIENTS FOR ACCESSING THE DB 

RESOURCE 












310 

THE LOCAL AGENT IS A LIGHTWEIGHT AGENT OPERABLE TO 
INTERCEPT THE ACCESS ATTEMPT AND TRANSMIT THE 
INTERCEPTED DB INSTRUCTION TO A DATA SECURITY DEVICE, 
THE LOCAL AGENT HAVING A SUBSTANTIALLY INSIGNIFICANT 
EFFECT ON A DB HOST SUPPORTING THE DB SERVER 











Fig. 6 



350 

IDENTIFY AN ATTEMPT TO ACCESS THE DATABASE RESOURCE, THE ACCESS 
ATTEMPT BEING LOCAL AND DIRECTED TO AN ACCESS GATEWAY OF THE 

DATABASE RESOURCE 



351 

ACCESS ATTEMPT IS DETERMINISTIC OF A DB INSTRUCTION , AND 
THE LOCAL AGENT IS IN COMMUNICATION WITH A DATA 
SECURITY DEVICE OPERABLE TO ANALYZE THE PROPRIETY OF 
THE ACCESS ATTEMPT FROM OBJECTS AND DATA VALUES 
REFERENCED BY THE DB INSTRUCTION 
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352 

COMMON ACCESS POINT IS A NETWORK APPLICATION 
PROGRAMMING INTERFACE CONVERSANT IN A PLURALITY OF 
PROTOCOLS AND OPERABLE TO INCLUDE DYNAMIC INTERFACES 
BETWEEN THE PLURALITY OF PROTOCOLS AND THE DATABASE 

RESOURCE 



353 

RECEIVETHE ACCESS ATTEMPT INTO AN INTERCEPTION 
REGISTER PRIOR TO RECEIPT BY THE ACCESS GATEWAY 

S 
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354 

RECEIVE, FROM A NOTIFICATION OBJECT RESPONSIVE TO AN 
EVENT HANDLER, AN INDICATION OF AN IPC COMMUNICATION 
INDICATIVE OF A DB ACCESS ATTEMPT 



I 



355 

IDENTIFY AN INSTRUCTION REGISTER IN A SHARED MEMORY 
AREA, THE INSTRUCTION AREA HAVING A DATABASE 
INSTRUCTION CORRESPONDING TO AN ACCESS ATTEMPT 



T 



Fig. 7 
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356 

RETRIEVE THE DB INSTRUCTION FROM THE IDENTIFIED 
INSTRUCTION REGISTER j 

1 

357 

INVOKE A PRIORITIZED REQUEST TO ACTIVATE A READING 
OPERATION OF THE INTERCEPTION REGISTER, INVOKING 
OCCURRING PRIOR TO ACTIVATION OF A READ OPERATION OF 
THE ACCESS ATTEMPT ON BEHALF OF THE ACCESS GATEWAY 
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358 

RECEIVE THE ACCESS ATTEMPT AT THE LOCAL AGENT VIA 
THE IPC INTERCEPT PRIOR TO RECEIPT OF THE ACCESS 
ATTEMPT BY THE ACCESS GATEWAY 
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359 

READ THE ACCESS ATTEMPT FROM THE INTERCEPTION 
REGISTER, THE INTERCEPTION REGISTER SUBSEQUENTLY 
APPEARING UNDISTURBED TO THE ACCESS GATEWAY 

1 

360 

TRANSMIT, IN A NONDESTRUCTIVE MANNER, THE INTERCEPTED 
ACCESS ATTEMPT TO A LOCAL AGENT, THE NONDESTRUCTIVE 
MANNER OPERABLE TO PRESERVE THE INTERCEPTED ACCESS 
ATTEMPT FOR SUCCESSIVE RECEIPT BY THE ACCESS GATEWAY 
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361 

TRANSMIT THE RETRIEVED DB INSTRUCTION TO THE 
DATA SECURITY DEVICE 



Fig. 8 



